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DEALING WITH
INSIDER THREATS

BY AMOTZ BRANDES

A Gowrehe; g e of Gl Aviociies,
T v ANl 0 G e cr prventing dukve dret

cst madicious attempts on high

net worth individuais begin

with a leak of Infarmation
from within that perscn's closest circles.
Inskder threat Is usually the cheapest
and most effective methed for stealing
sansitive information, assets and trade
secrats from a person or erganisation.
Wa tand to foous efforts on T seourity
and Irvest haavily in protecting digital
data. Hi y minor
Is gven to Internal threats. You can bulld
all the firewalls you want, and pay for
extansive physical security measures,
but thesa usually are nat useful tools
against iternal threat. AR efforts securing

protection against IT and physical threats
are rendared ineffactive tha moment there
Is 2 human breach.

Throughout human history we have
heard starles of insider threat. Caligula
famously used the Prastodan Guard to
assassinate Tiberius. Insider threats -
both cld and commen - are nonetheless
too often unaddressad by the private
sector. Mostly, it Is government entities
that do organise and maintain units
davoted to oountering Insider thraat In
the public sector. But individuais and
corporations unfartunately do little In
the way of addrassing this close and
present danger.
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Most pecple tend to neglect the need to protect

themsehles trom insider threats.

Thare are gocd reascns why a
high net worth Individuad or prominent
carparation should protact itself from
Insider threat. Yet many Individuals and
organksations seem to feel that dealing
with Insider threat could potentially
|eopardise persanal relationships,
negatively affzct morale and ercde trust
amongst employees. This psychological
barrier does differ between countries
and cultures. Take as an example the
usa af palygraph testing to determine
potential threat. In Western Eurcpe, the
usz of polygraph by elther gavernment
entities or by privata Industry k= frowned
upan bath for lagal reasons and because
it goes against the cultural grain. In
the U.S., polygraphs are used almost
exclusively within the government
and law anforcement. In Asla, Eastern
Europe and Latin America, however, the
usa af a polygraph to deal with Insider
threat Is for mare comman.

Using poalygraphs to deal with
insider (hreats

Dealing effecthvaly with Insider threat
Involves mare than simply glving
someana a technloal polygraph.
Instead, the organisation (that Is, those
P als d with

counter Intelligence) must gain a deep
knowledge of the people who waork
within the company. Teo often, an
Interview Is completed and although
the Intarviewer may have a gocd sanse
of the technical qualifications of a

given candidate, they stil do not raally
knaw who ha Is. Optimally, an astute
Insider threat expert would conduct

an applicant or employee interdew

with the geal of understanding: what
influences this person, motivates him,
makes him vulnerable? What makes
him tick? A thorough famillarity with the
parson's character, okcumstances and
their psychologloal profile allows the
seourity professional to acourately make
recoms to nent about

the degree of acosss, supervision and
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trust which wauld be appropriate for
that employae.

Insider threats can be difficult to
proscoute. When a physical asset s
involvad, the path to justice is stralghtar
than whan the stolen assat is data,
daspite the fact that data can be alf the
mare valuable. Although when a person
steals from a governmental body, that
act may wel bz considered treasoncous,
when a similar theft or breach acours n
the private sector, the act Is considared
unathical but Is not always pursued as a
criminal ar even civil case.

Dazaling with insider threat is not
a technloal process. What's more, it is
difficult to astive at absclute, evidential
conclusians about a persan’s lkelhood
of becoming an Insider threat. However,
It Is true that establizhing 2 mechanism
for dzaling with this danger will reducs
the patentlal for Insider threat It s a
dafinite deterrant.

Detecting vulnerabilities

Often, investigation companies are
asked to red team (conduct a simulated
adversarial assessment) to find
vuinarablities and damaging information
about @ parsen or an arganisation

that could bz used by the anemy.

This is 2 service that is commanly
perfarmad specifically for uitra high
nat worth cllents who are secking
poltical appointment, are moving
into a highar public profile or axpect
to bz angaging In sensitive business
nagatiations. The success In uncavering
this information Is directly conneated
with the ablity to recrult Insidar
sources and to conduat effective soclal
gieerng ta intellig In

both thesa cases, Investigators ook for
human vulnerability that is the result
of lgncrance, Innocence or malisious
intent. To close these typas of paps and
vulnerabllites, high net worth Individuals
should educate the Innocent and
ig: thek emplayees and
olose ciroles, and Inform tham about

o | of op 1 and
soclal englnecring techniquas.

This August, Chamelzon

A i a segurity ting
company headguartared in Californla,
will be presanting a Countering
Insider Threat seminar in Singapore.
This tralning will teach seourity and
Inteligence, law anforoement and
military professionals the principles and
guidelines for establishing an effective,
proactive Inskier threat programme.
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